This report is the first in a series that Mythos Labs will publish over the next several months, as part of a project
to counter online disinformation and malign narratives related to Ukraine.
INTRODUCTION
In recent weeks, Russia has amassed over 120,000 troops on the border with Ukraine, escalating tensions in the
region. This show of force is playing out in cyberspace as well, with pro-Russia and anti-US/NATO actors
spreading disinformation/propaganda on social media. From November 3 - 23, Mythos Labs leveraged its AIbased MIDAC software, as well as the expertise of local researchers, to identify and analyze coordinated networks
of accounts spreading Ukraine-related disinformation/propaganda on Twitter.
METHODOLOGY
At the start of the project, Mythos Labs developed a list of “keywords” related to Russian military activity around
Ukraine in three languages: English, Ukrainian and Russian. The purpose of the keywords was to capture all
conversation points on Twitter regarding the Russian troop build-up, a potential Russian invasion of Ukraine, and
Russian attempts at manipulating public opinion with disinformation. Keywords included terms such as “Russia
invades”, ”український кордон” and “Украина агрессия” in English, Ukrainian and Russian.
For three weeks (from November 3 to November 23), Mythos Labs’ MIDAC algorithm continuously captured
tweets that contained one or more keywords and stored them in a secure, dynamic database.
After the monitoring algorithm had collected users and tweets for two weeks, MIDAC used this data to build a
retweet network of users tweeting about Russian military activity related to Ukraine, with nodes representing
users and edges representing retweets. Next, MIDAC constructed an Ising energy model for the probability of the
users being Accounts of Interest and this model was mapped to an energy graph. Lastly, a "minimum cut"
algorithm was applied to the graph and the resulting output identified 153 Accounts of Interest, i.e. accounts
tweeting an extraordinarily high volume/frequency of tweets (over 10X the mean of all users in the network)
related to the topic of Russian military aggression against Ukraine.
MIDAC then collected the previous 3,000 tweets of all 153 Accounts of Interest to identify how many of these
accounts appear to be part of a coordinated network, i.e. a group of accounts that consistently amplifies a shared
set of source accounts and talking points. First, MIDAC used a spectral clustering algorithm based on the Jaccard
Index, a statistic used for measuring degrees of similarity within members of a set. The algorithm identified two
clusters that were each retweeting a common set of source accounts, Cluster A consisting of 95 Accounts of
Interest amplifying 7 source accounts and Cluster B consisting of 58 Accounts of Interest. amplifying 10 source
accounts.
Human researchers then analysed the profiles and tweets of source accounts being amplified by each cluster, in
order to determine if the accounts in that cluster were espousing a shared set of talking points. For example, the
profiles of all source accounts being amplified by Cluster B revealed support for Russian aggression in Ukraine,
Russian action in Donbass, and the Russian Federation. Therefore, the accounts in cluster B were labelled a
network of Pro-Russia accounts. The source accounts being amplified by Cluster A, on the other hand, were not
all espousing the same talking points. Some were neutral and others were pro-Ukraine, so the accounts in this
cluster were not determined to be a coordinated network.
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Mythos Labs is a social enterprise that uses technology and media to counter online harm and
mis/disinformation. Mythos Labs’ primary activities include using its AI-based technology MIDAC to
research mis/disinformation, creating “edutaining” viral videos that convey positive narratives and
conducting digital literacy capacity building programs.

mythoslabs.org
@worldofmythos
Mythos Labs, Inc.
contact@mythoslabs.org

6

