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Personalized Radicalization Prevention Delivered at
Scale
Aldous is a human-supervised, AI-powered system for preventing online radicalization.

It has two core components: the Aldous Chatbot and the Aldous Risk Profile.

Aldous Chatbot

The Aldous Chatbot engages at-risk individuals

in private, one-to-one conversations grounded in

evidence-based counter-radicalization and

trauma-informed practice. It is available around
the clock, in the individual's own language, and

holds sustained conversations across return

visits rather than one-off exchanges.

Aldous Risk Profile

Aldous analyses user conversations in real time

to develop a Risk Profile for each user,

displaying the user's current risk level, key

radicalization drivers, unmet emotional needs,
effectiveness of various conversational

approaches, and recommended de-escalation

pathways.

Human Oversight
Trained practitioners at local CSOs supervise every deployment through the Aldous Console,
which displays chat transcripts and real-time Risk Profiles.

Risk Escalation
When Aldous detects a credible threat, the conversation is flagged instantly in the Aldous
Console for human review and potential referral to law enforcement.

Trusted by Global Institutions

Mythos Labs has delivered Aldous and other AI-powered counter-radicalization interventions

in over 30 countries on behalf of governments, transnational organizations and technology

companies.
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How Aldous is Deployed
Every Aldous deployment follows the same staged process: localized and tested with

local partners, launched on the platforms where at-risk individuals already are, and

evaluated against measurable outcomes.

Scope and Localize
Mythos Labs defines the target audiences and threat coverage with the client and local

CSO partners, fine-tunes the Aldous Chatbot on the local threat landscape, and
develops personas for the at-risk audiences the deployment must reach.

Test
Mythos Labs red-teams the localized Chatbot internally. Practitioners at local CSOs

then test it directly, probing its realism, tone, cultural fit and safety behavior.

Launch
Mythos Labs places click-to-message advertisements on popular online platforms
such as Instagram, TikTok, YouTube, Facebook and Google Search, served against

search terms that indicate a vulnerability to radicalization. Clicking on these ads opens

a direct conversation with the Aldous Chatbot on WhatsApp or Facebook Messenger.

Operate
Each conversation updates the individual's Aldous Risk Profile in real time.
Practitioners staff the Aldous Console from day one, monitor every profile, engage

individuals directly where human contact will help, and escalate credible threats to law

enforcement.

Evaluate
Mythos Labs reports against defined success measures drawing on individual risk

trajectories from the Aldous Risk Profiles, practitioner feedback and the number of
validated high-risk escalations.
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How We Work with Local Partners
Aldous is delivered through local CSOs. Mythos Labs selects them, trains them,

equips them and supports them for the life of the deployment.

Leveraging Mythos Labs' Global CSO Network

Mythos Labs already maintains working relationships with CSOs focused on preventing

radicalization in over 30 countries.
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Selecting Partners

Mythos Labs works with CSOs
that already hold credibility with
local communities and that bring
safeguarding experience, local
language capability and
established working
relationships with statutory
services.

Training Practitioners

Every practitioner completes
mandatory training before
receiving Console access,
covering the interpretation of
Risk Profiles, direct engagement
with at-risk individuals, and the
escalation pathways agreed for
that deployment.

Equipping Partners

Mythos Labs provides the
localized Chatbot, Console
access for the practitioner team,
and technical support
throughout the deployment.
Partners need no infrastructure
of their own.

Supporting
Practitioners

Practitioners read conversations
involving distress, extremist
material and disclosures of
intent. Mythos Labs agrees
supervision and staff support
arrangements with each partner
before a deployment goes live.



H O W  W E  M E A S U R E  S U C C E S S 04

Measurement and Evaluation
Every deployment is evaluated against three questions, using system-generated data

and local practitioner validation.

Are Individual Risk
Levels Reduced?

Auto-generated Risk Profiles
track changes in each

individual's risk levels each

time they converse with the

Aldous Chatbot.

Are Practitioners Better
Equipped?

Whether the insights from
Aldous Risk Profiles improve

local practitioners' ability to

effectively engage with at-risk

individuals.

Are Threats Identified
and Escalated
Promptly?

The speed and accuracy with

which high-risk cases are

identified and escalated for

referral, with human validation
at every step.

W H A T  C L I C K - B A S E D  C A M P A I G N S  M E A S U R E

— Impressions and click-through rates

— View time on counter-messaging videos

— No visibility of individual outcomes

— Engagement ends at the landing page

W H A T  A L D O U S  M E A S U R E S

+ Individual risk trajectories, session by
session

+ Sustained engagement across return visits

+ Practitioner-validated outcomes per
individual

+ Validated referral of credible threats

Beyond Counter-Messaging

Most online interventions point at-risk users to counter-messaging content such as videos or

articles. Aldous redirects individuals into a sustained two-way conversation that measurably

reduces risk.
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Evidence from Live Deployments
Aldous is live in Indonesia and the Philippines through redirect deployments reaching

at-risk social media users, and through rehabilitation programs run by local CSOs.

500+
At-risk users searching high-risk
terms engaged through the
redirect method

52
Former ISIS, Jemaah
Islamiyah and JAD terrorists
engaged in rehabilitation
programs across two
countries

14
Practitioners supported with
per-case risk insight from the
Aldous Console

R I S K  M O V E M E N T  A F T E R  A  S I N G L E  S E S S I O N

82%
of individuals showed
a reduction in risk
level after a single
session with Aldous

18%
showed no
change in risk
level

0%
showed an
increase in risk
level

Helping Local Practitioners Identify and Escalate High-Risk Cases

In three cases, individuals disclosed to Aldous a credible intent to carry out an imminent

terrorist attack. Each conversation was flagged instantly for review by a human practitioner

at the CSO running the program. All three were validated by the human reviewers and

referred to law enforcement.

"I chat with him when I'm resting, as if he's
my friend."
USER, PHILIPPINES

"His explanations are detailed and easy to
understand."
USER, INDONESIA
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Discuss a Deployment of Aldous
contact@mythoslabs.org
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